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Next meeting:  25th June 10am PDT Gary Delp chair (subsequent meetings following weekly)
Attendees:

· Steven Dovich, Cadence

· William A Hanna, Boeing

· Dave Clemans, Synopsys

· Dave Graubart, Synopsys

· Nick Sgoupis, CAST

· John Shields, Mentor

· Ruchi Tyagi, Cadence

· Michael Smith, Synopsys

· Syed Huq, Cisco

· Parminder Gill, Synopsys

· Meera Srinivasan, Synopsys

· Jim Robinson, Synopsys

· NSS Subramanian, Cadence
· David Tran, Synopsys

· Gary Delp, LSI
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Minutes:

Quorum determination

We have 5/5 attendance of eligible votes. We have Quorum.

Patent Policy
Slides are published at:


http://standards.ieee.org/board/pat/pat-slideset.ppt
No new claims revealed during this meeting.
Agenda for this meeting:

· Determine Quorum

· Patent slides

· Approve agenda

· Approval Meeting minutes from 6/11/2008
· Election Status

· Use Cases and Inter-operability

· AOB

Agenda approval

Motion by Dave G, seconded John, approved by acclamation.
Previous Minutes

John moved and Dave G seconded the approval of the 6/11/2008 minutes, motion is approved by acclamation.
Election Status

John reported that voting continues and results will be published when the ballot closes on June 19.

Use Cases and Inter-operability

John reviewed the Digital Envelope use case previously sent to the reflector.  The abstract is as follows:

Assumptions

All tools are standards compliant with respect to encryption/decryption pragmas.  Examples will be provided by P1735 to illustrate use cases in detail separately.  P1735 public key management strategies will be defined separately.

Digital Envelope Use Case

An IP author protects their IP with an encryption tool and enables a set of decryption tools to process that IP.  The presumption is that the set of tools supports one or more complete design flows for that IP author's prospective users. The IP author obtains or is supplied a public key for each tool.  A set of tools from a single vendor may employ a single public key for convenience.  The public key management strategy shall be one of the recommended P1735 strategies. The manner in which such public keys are obtained, the set of tools they apply to, key expiration, etc. are described in such a strategy.

The encryption tool is required to support one time session key generation using any of the P1735 required symmetric ciphers. IP data will be protected with the session key. For each public key provided, the session key will be encrypted using that public key.  This creates a set of digital envelopes that may only be "opened" by the owners of those public keys. These digital envelopes are part the protected IP delivered to IP Users.

The decryption tool supports the P1735 required symmetric ciphers, in particular to use the session key to decrypt the IP.  In addition, it has secure access to the private key associated with at least one of the digital envelopes.  The flow supports delivery of protected IP directly to IP users from the IP owner or via any 3rd party at the IP owner's discretion.  Any tool in the set of enabled tools may be used with that protected IP.

This use case specifically uses public/private keys to avoid requiring the IP owner to distribute keys to IP users or tool providers. IP users have no keys to receive or manage. Tool providers need only make public keys available to IP owners for use during encryption.  The session key and recommended symmetric ciphers insure strong encryption and fast enough decryption to be suitable for the large amount of data involved in typical IP.

This use case does not limit access to specific IP users.  On the contrary, it limits use to specific tools for their intended purpose only. Other mechanisms may be used in conjunction with the digital envelope model to limit use.  A licensing mechanism may be used to restrict use to licensed IP users only.  Rights management may be employed to limit what specific tool are allowed to do with protected IP in terms of processing and derived outputs.  Here, these are considered orthogonal issues.

A statement about the use of digital signatures for IP authentication is needed. It is a likely detail to this use case or acceptable optional variation.  Digest algorithm recommendations, encryption tools being able to use an IP owner secret key, and IP owner public key distribution are needed for use of signatures to be interoperable.  

Restrictions

While the concept of digital envelopes may be broadly applied to other encryption/decryption scenarios, the use case description here is meant to specific enough to be deployed and achieve the intended interoperability across tools.  The use of a symmetric cipher and its secret key to protect the session key in an envelope is not acceptable in this use case. The use of supplied secret key by either the IP owner or the encryption tool itself to replace the one-time generated session key is not acceptable in this use case.  See Note 1.

Note 1

It doesn't matter that these restricted variations are allowed by the standard pragmas or that they may have some value.  Here they are considered inferior, if not bad, practice in terms of key management.  If they are justified in terms of both value and acceptable key management practice, a new use case (referenced as a variation of this basic use case) may be added to explain the details.

In discussing the use case, the group noted that transformational tool implications are not included. 

Work plan management

Bill requested more formal tracking of the work plan and progress against plan.  He agreed to bring back a proposal for discussion.
Adjournment

Motion by John, second by Bill. Approved by acclamation at 1:19 pm CDT

Action Items

John Shields to write abstracts for the Digital Envelope, Tool-based Secret Key, and Protected Keyring use cases. (Completed 6/12, Initial discussion 6/18)
Jim Robinson to draft a prototypical tool flow description based on the VSIA document and discussions. (Completed 6/4, Initial discussion 6/11)
Michael Smith to write an abstract for the IP Author Secret Key use case.

Ruchi Tyagi to write an abstract for the Auto-protect Without Markup use case. (Completed 6/4, Initial discussion 6/11)
Steven Dovich to write an abstract for the Transport Protection use case.

AI: Gary to check with IEEE to see if they have received an LOA from Altera (ref: The patents that were suggested to the study group are US patent numbers, 5978476, 7107567, 7234159, and 6754862) (IEEE has not yet received an LOA, so it is not posted yet) keep this in the AI list for periodic checking.
Steven Dovich to check on eda.org e-mail delivery and archiving. Postini has been identified as filtering deliveries through ip-encrypt.
Key management seed of discussion from NSS – pending
Bill Hanna to propose a tracking protocol for evaluating progress towards goal on work plan and draft development items.

Dave Graubart to expand the Digital Envelope use case to cover transformation tools.

John Shields to forward the VHDL hierarchical reference issue from VASG/ISAC.

Next Meeting Agenda Items

· Use Model discussions
· Rationale
Respectfully submitted, Steven J. Dovich


Logistics support

· Eda.org is supporting the mailing list

· Ip-encrypt

· Gary.Delp@LSI.com

· Subscribe by asking the chair:

· mailto:ip-encrypt@eda.org to send to the list

· http://www.eda-stds.org/ip-encrypt/hm/
_1275308528.xls
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